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Abstract

Active cyber-defence employs anticipatory techniques to proactively mitigate cyber threats. Among such techniques, the most
relevant one consists in the continuous updating of cyber-threat intelligence. In this respect, there is a trade-off between the
cost of intelligence assets and the benefits derived from their exploitation. While the optimisation of this trade-off has recently
been tested with conventional reinforcement learning, this paper investigates the suitability of active inference-based agents for
addressing the same challenge. A novel mathematical formulation for Active Inference over fully-observable Markov Decision
Processes is provided in this paper, and four different off-policy bootstrapped neural implementations are given. Empirical
evaluation highlights that deep active inference agents not only achieve a competitive performance with conventional deep
reinforcement learning systems, but also that, crucially, some formulations of epistemic gain can indeed foster exploration
and provide a discernible performance boost in terms of return maximisation. This work contributes to understanding the
empirical boundaries of Active Inference’s unique mechanisms in complex, real-world-inspired environments, informing

future architectural design for deep active inference agents.

Keywords Active inference - Deep learning - Network intrusion detection

1 Introduction

Realistic Machine Learning (ML)-based Network Intrusion
Detection (NID) faces two primary research challenges. First,
it must effectively model an open-world setting where novel
classes of attacks continuously attempt to penetrate the net-
work [1]. Second, it needs to quantify and minimise the cost
of acquiring training signals essential for keeping competi-
tive detection accuracy [2].

Numerous studies addressing Zero-day network Attack
(ZdA) detection focus on strategies for tackling the first chal-
lenge. These methods often employ techniques like extreme
value theory[3], inductive biases from algorithmic reason-
ing [4], or sophisticated continual learning approaches [5].
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However, most of these approaches neglect to model the sig-
nificant cost associated with acquiring labelled data. For any
supervised-learning-based NID, this cost is directly tied to
Cyber-Threat-Intelligence (CTI) acquisition. !

The open-source TIGER Reinforcement Learning (RL)
environment [6] was developed to address this gap. It aims to
optimise the cost of acquiring training data against the bene-
fits derived from its utilisation for defensive purposes. TIGER
simulates a network environment complete with attackers
and honeypots. Within this simulation, a centralised defen-
sive agent can be trained to strategically exploit its current
CTI to either accept or block traffic, or to enrich its CTI by
acquiring additional training classes. Thus, TIGER effectively
models an implicit meta-learning setting for CTI optimisa-
tion, where an agent must learn how to acquire CTI in order to
improve its attack detection capabilities. In other words, the
agent needs to learn how to (better) learn attack detection.
Note that, although CTI acquisition indirectly contributes to
optimising detection performance, it may turn out to be essen-
tial to converge to sufficiently strong and robust detection
policies in the long run

! Note that, for any ML-based NID system, training data inherently
constitute CTI by definition, as they associate patterns of observables
with specific attacks.
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While standard Reinforcement Learning (RL) algorithms,
such as Double-Deep Q-Network (DDQN), have been
explored within TIGER, the inherent meta-learning nature of
this environment raises a crucial question: is it advantageous
to leverage alternative agency frameworks that are specifi-
cally designed to address the hierarchical goal-structure of
meta-learning tasks?

To answer this question, a general framework is consid-
ered which has recently garnered significant interest from
the deep learning research community: Active Inference
(Act-Inf) [7]. Act-Inf is fundamentally a least-action prin-
ciple governing agency and learning in any system owning a
homeostatic goal and a generative model of its environment.
This framework is grounded in the Free Energy (minimi-
sation) Principle (FEP) [8], which postulates that systems
minimise the Bayesian Surprisal of their generative model.
This minimisation is achieved primarily through two ’levers’:
acting on the environment and calibrating the generative
model itself [9]. As a non-substantive process theory, Act-Inf
has been employed to explain a wide range of phenomena
across diverse fields, including biology [10], psychology
[11], psychiatry [12], social sciences [13], computational
neuroscience [14], and, notably, artificial intelligence [15],
among others [16].

The peculiar characteristic of Act-Inf, that renders it par-
ticularly suitable for meta-learning problems like the one
presented in TIGER, is its explicit pursuit of epistemic gain, or
equivalently, the minimisation of uncertainty. This epistemic
goal is pursued in Act-Inf concurrently with the maximi-
sation of a pragmatic goal, which is the sole focus of
conventional RL agents. Therefore, this paper investigates
the efficacy of adopting the Active Inference paradigm for
the Network Intrusion Detection and Cyber-Threat Intelli-
gence lifecycle-optimisation problem within the challenging
TIGER environment. To address this, our work presents the
following main contributions:

e A rigorous formulation for Active Inference in fully
observable Markov Decision Processes is provided.
While Act-Inf is conventionally modelled within Par-
tially Observable Markov Decision Processes, a novel
mathematical derivation for its application in any fully
observable settings is presented, which is essential for
environments like TIGER.

e Four distinct off-policy bootstrapped neural implementa-
tions of Deep Active Inference (DAT) agents are developed
and rigorously evaluated to offer a meticulous analysis
and comparative evaluation of diverse modelling strate-
gies concerning the Free Energy-related functionals.

e Through extensive empirical evaluation in the TIGER
environment, useful insights are provided into the prac-
tical utility of DAI agents in high-dimensional cyber-
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defence. Our experiments show that, while the pragmatic
component of DAI effectively aligns with conventional
reward-based learning, the inclusion of epistemic gain
terms does yield a performance advantage over conven-
tional Deep Reinforcement Learning (DRL) agents.

Overall, our results contribute to understanding the empir-
ical boundaries and nuanced effects of Active Inference’s
unique components in cyber-defensive environments. To the
best of the authors’ knowledge, this paper represents the
first exploration of applying the Free Energy Principle in
the domain of active cyber defence.

Paper Structure. The remainder of this paper is organised
as follows. Section?2 reviews related work and introduces
preliminary concepts. Section3 presents an original mathe-
matical framework for Active Inference in fully observable
Markov Decision Processes (MDPs). Section 4 discusses the
specific neural implementation details of such a mathemat-
ical framework. Section5 revisits the TIGER environment to
establish a suitable experimental setting for testing Active
Inference agents. Section6 documents and discusses the
experimental results. Finally, Sect.7 provides conclusive
remarks and outlines future work.

2 Related works

This work intersects with three main research areas: open-
set network intrusion detection, deep active inference, and
cyber-defence testbeds.

2.1 Open-set network intrusion detection

Anomaly detection is the de facto standard strategy for
ZdA detection [17]. This coupling arises from the inher-
ently unsupervised nature of both problems. However, within
network intrusion detection, a significant challenge that
anomaly-oriented approaches leave unaddressed is the accu-
rate classification of detected anomalies as either benign or
malicious traffic. To address this, various techniques have
been employed to augment anomaly detection with infer-
ences regarding the benign or malicious nature of anomalies,
even in unsupervised settings. These include ensemble tech-
niques [18], confidence-based methods [19], approaches
leveraging algorithmic inductive biases [4, 20], and other
methods related to continual learning [21, 22].

ZdA detection can also be framed as anomaly detec-
tion under distribution shifts. Specifically, it is equivalent
to closed-set traffic classification when the class-specific
patterns are dynamic over time [23]. Beyond traditional peri-
odical retraining [24, 25], this problem has been addressed
through various advanced techniques, including metric-
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based meta learning [26, 27], weight-consolidation schemes
[23, 28], self-supervised pre-training [29], and memory-
replaying [30], among others [5]. This work builds upon
the metric-based meta-learning setting introduced in [26],
extending its collective anomaly detection capabilities with
two active features: online augmentation of the supervi-
sory signal set and the implementation of mitigation actions
against anomalous traffic.

2.2 Deep active inference

Active inference agents, inherently equipped with a genera-
tive model, are typically trained within Partially Observable
Markov Decision Processes (POMDPs). However, adapta-
tions of the Act-Inf framework for fully observable Markov
Decision Processes (MDPs) have also been explored [31, 32].
Early algebraic implementations of Act-Inf-based agents for
POMDPs were limited to discrete and low-dimensional state
and action spaces [33]. More recent deep learning imple-
mentations of Act-Inf leverage search algorithms, like Monte
Carlo Tree Search (MCTS) [34] or behavioural cloning tech-
niques [35] to extend its application to continuous state
spaces [36]. Our work adopts the temporal difference setting
from [31] to mitigate the computational burden associated
with training Act-Inf agents in a de novo learning context
[37].

2.3 Cyber-defence environments

A key prerequisite for researchers contributing to ML-based
network intrusion detection is access to robust testbeds
[38]. Lots of existing cyber-defence environments employ
simplified settings, often using scalar features to repre-
sent the defensive and attacking strengths of network nodes
[39, 40]. More realistic environments, conversely, leverage
trace-driven simulation for training reinforcement learning
agents [41-44]. Among these more realistic environments
is [6], which adds an action/perception interface specifically
designed to model CTI management. This work investigates
whether and how agents based in Act-Inf can interact with
this interface to more effectively manage CTI compared to
conventional RL schemes.

3 A mathematical framework for active
inference on fully-observable MDPs

While the standard formulation of the Active Inference
framework has been widely studied, it has also faced several
critiques and alternative reformulations within the research
community. Beyond its implicit assumptions [37, 45], a key
challenge for exporting Act-Inf to RL settings is the lack of a
standard formulation for fully observable settings. To address

this, this section provides a rigorous and explicit exposition
of active inference specifically tailored for fully observable
MDPs. Our formulation is structurally analogous to the stan-
dard POMDP setting in [7], ensuring theoretical consistency.

3.1 The fully-observable Markov decision process

Act-Inf conceptualises agency and learning as an inference
problem. This framework posits an agent owning two key
characteristics: first, it is equipped with a generative model
of its environment; second, it employs an action policy to
influence that environment. In a fully observable MDP, the
agent’s perceptive-active model can be formally expressed
as Q(or, 00:r—1, ao:-r—1). The objective of this model is to
become isomorphic to the joint distribution of the environ-
mental stochastic process and its associated target policy,
denoted as P (0, 00:r—1, ap:z—1). This learning objective is
captured by the following relation:

Q(OT,Q,C_l) <~ P(OT,Q,CI_)

(learning) model

D

(visible) process

Here, o denotes the sequence of past observations 0.z —1,
and a represents the sequence of past actions, ap.;—1. Cru-
cially, both the model and the process can be factorised by
leveraging the Markovian assumption. This implies that the
observation at time 7, denoted as o, depends solely on the
previous observation, o;_1, and the preceding action, a;_1:

Q(O‘[a Q,Q):Z

P(oo) [] Qorlar-1.0i-1) Qar-1lor-1) @

t=1

perception model learned action policy

P(0¢,0,a):=

Po) [ ] P@ilar—1.0-1)  Plar-1]oi-1) ©)
t=1

transition process normative action policy

In this work, the generative model refers to the agent’s
internal probabilistic model of the environment’s transition
dynamics together with its own action selection policy. This
model is implemented as a parametric model learned via deep
neural networks and is continuously refined online during
agent—environment interaction. At the start of training, the
generative model is randomly initialized and therefore only
weakly accurate. It is then progressively improved through
gradient-based updates driven by the agent’s learning objec-
tives, as detailed in Sect. 4. Because the environment is fully
observable and the transition dynamics are relatively stable, a
reasonably accurate generative model can be learned concur-
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rently with the policy. Variants of the proposed agents differ
in how strongly they rely on this learned model (see Sect.4).

3.2 The variational free energy

The primary goal of the Act-Inf framework is to invert
the perceptive-active model in (2) to infer the poste-
rior distribution P(o|o;,a). Since this exact inference is
often intractable, it is approximated by modelling a varia-
tional posterior distribution Q,, (o|a) such that Q,_(o|a) =~
P(o|o;, a). Here, the action sequence a is treated as given,
and the variational posterior captures the distribution over
past observations conditioned on it after updating on the
current observation o;. For ease of notation, the condition-
ing subscript o, is omitted in the remainder of this section
whenever it is clear from context. Within this framework,
the Variational Free Energy (VFE), denoted as F, serves
as a computationally tractable upper bound on the model’s
surprisal —log P(o;|a). It is defined as the KL divergence
between the variational posterior and the joint distribution of
past and current observations given actions:

F[Q. P1:=Dk [ Qla)|| P(or, 0la)] )

Here, Dkp. [ Q|| P] denotes the Kullback—Leibler (KL)
divergence between two distributions Q and P, defined as
Egllog QO — log P]. Thus, the previous expression can be
decomposed as:

FIQ, P] = Eg [log Q(ola) — log P(or, 0la)]
= Dxv [ Qola)|| P(ola)]
complexity 5)
— Egja) [log P(or]o, @)]

accuracy

Minimising the VFE thus requires balancing two compet-
ing objectives. The accuracy term, Egy|q)[log P (0|0, a)],
reflects the least action principle [8]: the variational poste-
rior should assign high probability to observation sequences
that best explain the current observation o, under the gener-
ative model. The complexity term, Dy [ Q(ola)|| P(ola)],
aligns with the maximum entropy principle [46]: it penalises
the variational posterior for deviating from the prior P(o|a),
thereby regularising the perceptive model and preventing
overfitting. Together, these two terms define the canoni-
cal accuracy-complexity trade-off of variational inference,
which the agent resolves by optimising the perceptive model
Q(ola).

The perceptive model can be optimised through minimis-
ing the VFE functional as defined in (4). This minimisation

@ Springer

is achieved by adjusting the perceptive model Q(o|a) so as
to simultaneously maximise accuracy and minimise com-
plexity. The action policy, Q(alo), is optimised separately
through an expectation of the VFE functional over a path
of predicted actions and observations, which is called the
Expected Free Energy.

3.3 The expected free energy

While the accuracy and complexity terms in (5) allow the
perceptive model to be optimised through VFE minimisation,
the action policy requires a separate objective. In the Act-
Inf framework, the normative or target policy is implicitly
defined by the Expected Free Energy (EFE), and is denoted as
G. The EFE is a functional representing the future expectation
of the VFE in (4) over a predicted path of future actions and
their corresponding observations.

It is important to note that the VFE in (4) is a functional of
the model (Q) and process (P) distributions over a sequence
of past actions (a) and observations (o). In contrast, the EFE
extends this concept into the future. An expectation of the
VEFE over h future actions and observations implicitly con-
siders what will become the ’past’ h observations and actions
from the perspective of future time steps. Specifically, for a
planning horizon of &, the EFE is defined over a sequence of &
future actions, a:=ar.;+4, and their corresponding observa-
tions, 0 = 0:¢4+;,. The conceptual relationship between the
EFE and the expectation of the VFE over @ and 0 is expressed
as:

GlQ. C1 £ Egua)iFIQ. P1} (6)

Here, the £ symbol indicates an isomorphic or equivalent
structural relationship, rather than a strict equality. It is cru-
cial to note that the EFE is a functional of the agent’s model
(Q) and of prior preferences over future observations, here
denoted by the conditioning variable C. Accordingly, P (0|C)
represents a distribution of preferred future observations and
is distinct from the actual environment process P defined in
3).

Let 0 = 0r41.r4n+1 denote the sequence of the future
observations for each time step ¢ € [t, T+ /] within the plan-
ning horizon. The expectation in (6) can then be expanded
and simplified as follows:

Egeay{FIQ. P}

= Eg@a{Dxe [ 2010, a)|| P(0,0la)]}

= Eg@.60a)[log Q(0l0, a) — log P(ola) — log P(0lo, a)]
2 Eg. a1 log Q(016, @) — log Q(6la) — log P(5|C)]
= —Eoua{DxL [ Q0. a)|| Q@la)]}

expected epistemic gain
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—Eg@a)llog P(0]C)]
expected pragmatic gain

=0[Q, P] (N

Two crucial assumptions are made in the fourth line of
this derivation (marked with £):

e The log-likelihood of the future trajectory under the
process, log P(ola), is replaced by the corresponding
log-likelihood under the agent’s model, log Q(ola). This
substitution is vital within the Act-Inf framework as it
induces exploration, ensuring the EFE, as defined in the
last line of (7), promotes information-seeking behaviour.

e The true distribution of future observations, P (0|0, a), is
replaced by a predefined distribution of preferred obser-
vations, P (0). This P(0) encodes the perceptive goals of
the agent, independent of its actions, and must be spec-
ified a priori for the EFE to be practically maximised.
In the context of classical reinforcement learning, P (0)
can be understood as encoding a distribution of desired
rewards in terms of observations [47], thereby guiding
the agent’s primary goal-directed behaviour when max-
imising the expected pragmatic gain term in (7).

The expected epistemic gain term in (7) is perceptive by
nature: it measures the expected KL divergence between the
approximate posterior updated after conditioning on the can-
didate future observation 0, and the baseline approximate
posterior Q(ola). It thus quantifies the expected reduction
in uncertainty (or ‘disambiguation’) of the perceptive model
induced by anticipating future observations. A greater dis-
ambiguation implies a more informed transition model and
promotes exploration. The expected pragmatic gain term is
active by nature: conditioned on the action sequence a, it
encodes the agent’s preference for future observations ¢ and
drives goal-directed behaviour.

Relation to Reinforcement Learning and Prior Prefer-
ences. A potential point of tension arises when comparing the
Active Inference formulation in (7) with standard reinforce-
ment learning. In the EFE, the pragmatic term depends on
a predefined distribution of preferred observations Q(o|C),
which is specified a priori. This may appear at odds with
the minimal-assumption perspective of many RL approaches,
where the agent is instead driven by an externally provided
scalar reward and does not explicitly maintain prior beliefs
over desirable outcomes. This conceptual difference is well
known in the literature on Active Inference and RL, where
goals are recast as prior beliefs about preferred sensory con-
sequences rather than as externally imposed returns [48-50].
In the present work, however, the practical instantiation is
deliberately closer to the RL setting: in the one-step EFE
approximations of our DAI agents, the pragmatic component

is directly implemented through the environment reward r;,
as shown in (11) and (13). Therefore, the pragmatic gain
remains aligned with the conventional objective of return
maximisation, while the distinctive contribution of our for-
mulation lies in the epistemic gain term—which is perceptive
by nature and adds an intrinsic uncertainty-reducing drive to
policy evaluation [51]. This framing helps clarify why the
empirical gains observed in the LION environment should
not be attributed to an alternative reward specification, but
rather to the epistemic component that shapes exploration
and CTT acquisition. More broadly, although classical Active
Inference formulations assume fixed prior preferences, these
preferences can also be learned from data, demonstrations,
or interaction [50, 52]. In applied settings such as active
cyber-defence, where desirable outcomes are comparatively
well specified, encoding such preferences is not necessarily
burdensome; nevertheless, extending the TIGER framework
with online preference learning remains an important direc-
tion for future work.

3.4 Defining the EFE-driven normative policy

Finally, the Act-Inf framework posits that, at any given instant
t, and with a specific planning horizon /, the normative action
policy is derived by minimising the EFE, as defined in (7):

P(a;|0;):=argmin G[Q, C] ®)

Utilising this model, the agent’s objective, as expressed in
(1),is achieved by shaping its perceptive model and its policy,
both defined in (2), to minimise the VFE and EFE functionals.
These are respectively defined in (5) and (7). Crucially, the
EFE definition inherently provides the agent with a balancing
mechanism between exploration and exploitation: minimis-
ing the sum of the negatives of the expected epistemic and
pragmatic gains effectively prompts the agent to maximise
both such gains. This formulation thus helps prevent conver-
gence to suboptimal or even deceptive policies, while also
mitigating exploration regimes that hinder policy conver-
gence.

Most Act-Inf implementations typically adopt an actor-
critic setting, where the agent’s policy is optimised through
a dynamic criterion analogous to (8). Notably, within the
fully observable MDP presented here, the perceptive model
can be implemented using any Markov-Kernel regression
machinery capable of learning the environment’s transition
dynamics.

@ Springer
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4 Neural implementation

Four distinct agent baselines are considered in this paper,
together with the DAT baseline defined in the previous section.
The baselines should be understood as information-theoretic
extensions or ablations around the DAI agent. The DDQN base-
line removes the epistemic term entirely and therefore serves
as a purely pragmatic reference.

An important commonality of our agents is the absence of
an actor-critic setting. Even when a policy model is present,
it is not directly employed for action selection. Instead, its
utility is confined to the computation of auxiliary intrinsic-
value targets. This design choice was made to facilitate a
fair comparison between the DAI agents and the DDQN base-
line. Actor-critic schemes, such as the one described in [31],
and even some off-policy policy-gradient schemes, were
observed to struggle with convergence in the LION environ-
ment. Finally, all agents rely on a fully bootstrapped estimate
of their corresponding intrinsic action-value functional, con-
sistently employing a planning horizon of & = 1.

On the planning horizon. A planning horizon of 7 = 1 may
appear to forgo the multi-step epistemic planning that is often
considered the most distinctive feature of Active Inference
[33]. However, this concern conflates two distinct notions of
horizon. The first is the explicit EFE approximation depth,
which is fixed at ~ = 1 in our implementation. The sec-
ond is the effective temporal scope of the value function,
which is jointly determined by the discount factor y and the
bootstrapped critic in (10). Since G, is trained via temporal
difference learning with a periodically updated target net-
work G 0 the fixed-point of this update integrates expected
EFE values over an infinite future horizon—precisely as a
standard value-based agent integrates infinite-horizon returns
through single-step Bellman backups. In this sense, though
not equivalent to explicit belief-tree search [33], which
marginalises over chains of future observations to propagate
uncertainty step by step, long-horizon epistemic value is car-
ried implicitly by the bootstrapped critic.

What i = 1 genuinely constrains is the ability to perform
explicit belief-tree search: marginalising over sequences of
future observations to compute anticipated reductions in
uncertainty step by step [33]. This form of planning is com-
putationally prohibitive in the continuous, high-dimensional
state space of LION, and is precisely the limitation that
motivates the temporal-difference approximation adopted
from [31]. Moreover, explicit multi-step belief propagation
is substantially less critical in the fully observable MDP
setting than in POMDPs, because the agent already has
direct access to the environmental state at each time step,
obviating the need to maintain and propagate latent belief
distributions across time. We therefore argue thath = l is a
well-motivated and principled design choice for the present
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experimental context. Extending the explicit planning depth
remains an interesting direction for future work in CTI set-
tings with larger action and state spaces.

Regarding their neural architecture, the proposed agents
are equipped with the following modules:

1. A critic network Gy, (a;, o), parametrised by v/, respon-
sible for estimating the intrinsic action value associated
with each action a, given the current observation o;. For
the DAI baseline, this value corresponds to the one-step
EFE approximation; for the remaining variants, it cor-
responds to the particular hybrid objective used by each
agent.

2. A policy network Qg (a;|o;), parametrised by ¢, which
outputs a distribution over possible actions a; given the
current observation o, .

3. A transition network Qg (or|o;—1, a;—1), parametrised by
0, which predicts the next observation o, given the previ-
ous observation o,_1 and action taken a;_ 1. This network
effectively implements the perceptive model discussed in
Sect. 3.

While all proposed DATI agents incorporate a critic network,
the presence of a policy or transition network varies across
implementations. Specifically, the agent taxonomy consid-
ered in this paper is the following:

1. DAI-PERCEPTIVE (DAI-P): This is the canonical Active
Inference agent. Its critic target is exactly the two-term
EFE approximation from Sect. 3: a perceptive epistemic
term implemented through the transition-model KL, plus
a pragmatic term implemented through the environment
reward. Accordingly, DAI- P is the MDP analogue of the
standard POMDP Active Inference agent and does not
require a policy model.

2. DAI-ACTIVE (DAI-A): This implementation augments
the pragmatic term with an active mutual-information
bonus defined over actions. Importantly, this bonus is
not derived from the VFE/EFE decomposition in Sect. 3;
rather, it is introduced as an information-theoretic exten-
sion designed to test whether action-disambiguation
incentives are empirically useful in this domain. Its com-
putation requires both a policy model and a transition
model.

3. DAI-SURROGATE ACTIVE (DAI-SA): To simplify the
setting for DAI- A, a surrogate approximation of the same
active information-theoretic bonus is introduced, using
only the policy model. This variant should likewise be
interpreted as a non-canonical extension rather than as a
pure Active Inference agent.

4. DAI-FULL (DAI-F): This agent is best understood as a
hybrid obtained by adding the active mutual-information
bonus of DAI- A to the canonical DAI- P objective. There-
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Fig. 1 This work presents a proof-of-concept framework for testing
Deep Active Inference (DAI) agents on a synthetic Cyber-defensive
game, where Cyber Threat Intelligence acquisition is operationalised
as data labelling on a continual-learning setting for a deep-learning-

fore, if the non-canonical active bonus is removed, DAI- F
collapses to DAI- P. We nevertheless retain it as a sepa-
rate experimental condition in order to test whether the
active bonus provides any incremental utility on top of
the canonical formulation.

The main characteristics of the implemented DAI agents
are schematised in Fig. 1.

4.1 The target policy

As explained in Sect. 3, the Act-Inf paradigm defines a nor-
mative or target policy P(as|o;) by minimising the EFE
functional. For the hybrid baselines, this functional is the cor-
responding augmented objective. To implement such a policy
in aunified way across all algorithms, the critic network G is
used to score actions. Following [31], a Boltzmann sampling
scheme is then employed across all DAI implementations and
in the DDQN baseline. This sampling scheme is known to aid
exploration. Specifically, the action selection employed in
the agents is expressed as:

P(at|lor) = o[—¢ Gy (0, ar)] 9)

Here, ¢ is a precision hyperparameter, o [e] denotes the Soft-
max function, and Gy, (o;, a,) is assumed to approximate the
intrinsic action value associated with action a; given obser-
vation o,. With the normative policy implemented in this
manner, the parameters of the critic, transition, and policy
networks are optimised differently across the various imple-
mentations, as elaborated below.

based network intrusion detection system (inference module). The agent
(decision module) implements four different DAI formulations and four
different Deep Reinforcement Learning baselines

4.2 Optimising the critic network

In all the baselines implementations proposed herein, the
critic network is optimised using Temporal Difference
(TD) learning. Specifically, a ground-truth intrinsic value,
G (0, ay), is estimated via one-step bootstrapping:
Gor,ar) = G(or,a1) +y 'G,/}(0t+l,at+1) (10)
where y € [0, 1] is a discount-factor hyperparameter for
future values, and (A}l& denotes a target network. The target
network is a periodically updated copy of the main critic
network, Gy, which is used to stabilise the training process.
Specifically, the critic module is trained by minimising the
Mean-Squared Error (MSE) between the target value G(oy, - )
and the critic estimate Gy, (o;, - ) across all possible actions:

Y* = arg];nin ||g(0,, ) — Gy (o, )H;

To compute the one-step bootstrapped target G (o;, a; ), a one-
step approximation of the relevant objective is employed. It
is precisely in this approximation that the different imple-
mentations vary:

1. DAI-P: In this variant, the bootstrapped target g (0¢,az) s
the canonical one-step approximation of the EFE derived
in Sect. 3, namely the sum of the pragmatic gain and the
perceptive epistemic gain:
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Q_(ot, a;) in terms of a non-canonical active information
bonus together with the pragmatic gain:
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9parp(or, ar) Gpar-a(or, ar)
= — Dxr [Q(0) || Qo; | 011, a;-1)] = — Dk [Qar | 01, 0141) || Qlay | 01)]
epistemic gain (1D active information bonus (13)
— l; - Jﬁ-’
pragmatic gain pragmatic gain
where r; is the reward obtained by the agent at time step 7. This action-space KL is retained as an auxiliary mutual-
In our implementation, this reward directly instantiates information bonus, but it is not claimed to arise from
the one-step pragmatic gain discussed in (7). The first the EFE decomposition in Sect. 3. Rather, DAI- A should
term of (11), conversely, is the one-step perceptive KL be understood as an information-theoretic extension that
that implements the epistemic gain term in (7) : it com- isolates the empirical effect of action disambiguation.
pares a posterior-side variational target, informed by the The posterior policy Q(a¢|o, 0;+1) is approximated via
realised next observation, against the prior-side predic- Bayes’ rule as follows:
tive belief produced by the transition model.
In practice, the posterior-side term is instantiated from a Q(atlor, 0r41):=
one-step sample o; directly obtained from the environ- transition likelihood ~ policy prior
ment at tlm.e step ¢. Rather t'han %nte'rpre.tlng Q(or) a's  Qo(ort1lor, ar) - Qg arloy)
a free-standing ?earriled posterior dlstr%buFlon,' we trez'lt it = S Qo (0r41l0r, a')Qp(@'l0r)
as the observation-informed target distribution against
which the baseline approximate posterior is trained. 3, par-sa: This implementation utilises a surrogate func-
Mathematically, o; is modelled as a spherical Gaussian tion to approximate the same active information bonus
centred at the realised observation with unit variance: solely using the policy module. Specifically, the bonus is
approximated by a divergence measure between the pol-
Q1) = N(or, D) — 0, ~ Q(01) icy model and the current normative policy induced by
the critic:
Conversely, the distribution Q(o;|o;—1, a;—1) represents
the model’s prior over the next observation o;. This prior DxL [ Q(ar|os, 0r4+1)|| Qlay |0,)]
is also assumed to be a spherical Gaussian, even though, N 2 (15)
in practice, it is directly implemented through the output ~ Eo~p [H QyClon) = PClor) Hz]
of the transition network without explicit sampling:
Here, o, ~ D indicates that the expectation is computed
(011011, ar—1) over a sample of obse.rvations drawn from a replay buffer.
N Again, .this quan.tity is used as a surrogate inff)rmation—
= N Qo (orlor-1, a-1), 1) theoretic regulariser rather than as a term derived from
— 0y ~ Qg(or]or—1, ar—1) the canonical EFE.
4. DAI-F: Finally, this implementation estimates a hybrid
Given the assumption of Gaussian forms for both Q(o;) objective by combining the canonical DAI- P target with
and Q(o;]0;—1, a;—1), the epistemic term in (11) can be the active information bonus used by DAI- A:
computed analytically as:
9pALF(0r, ap) :=
D1 [ Q0 Qerlor—1. ar-1)] GpaLp(0r. ar) — Dk [Q(ar | 01, 0r1) 11 Qay | 07)]
= Dxr [ N(or. DIIN(Qo(0s]0r—1, a-1). D]
1 ) Notice how all the formulations of Q_(o,, a;) given here sup-
~ 2 llor = Qo (orlor—1. a3 port off-policy learning: target values can be computed from
(12) stored trajectories and, when needed, from auxiliary infer-
ences performed by the policy and transition networks.
2. DAI-A: Conversely, the DAI-A scheme formulates

4.3 Optimising the transition network

The transition network is utilised by DAI- P, DAI- A, and
DAI-F. In all three cases, its optimisation is grounded in
next-observation prediction. For the canonical DAI- P agent,
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this prediction error is exactly the epistemic term appearing
in the one-step EFE approximation. For the hybrid agents
DAI- A and DAI- F, the same predictive model is additionally
required to instantiate the posterior policy in (14). Accord-
ingly, the transition network is trained through the following
supervised loss:

0*:=argmin Dgr [ Q01| Q(orlo;—1, ar-1)]

| (16)
~ 3 llor = Qoorlor1, a3
In this context, it is crucial to recognise that while this term
serves as the loss function to minimise for optimising 6 and
learning the environment’s transition dynamics, it simultane-
ously functions as the epistemic component to maximise in
the canonical DAI- P and hybrid DAI- F action-value targets.
Thus, the transition model is trained to become predictive,
while the critic favours actions that expose informative mis-
matches between prior prediction and realised observation.

4.4 Optimising the policy network

The implementations that utilise a policy network are DAI-
A, DAI- F, and DAI- SA. Notice that no policy-network loss is
claimed to arise directly from the canonical VFE decomposi-
tion of Sect. 3. Instead, whenever a policy model is used, it is
trained to approximate the current normative policy induced
by the critic. Accordingly, the parameters of the policy net-
work (¢) are optimised through the supervised objective:

o* = arg;ninIEwND [HQq,(wot) -~ P(~|ot)H§] (17)

This update is off-policy and reduces policy learning to
a supervised problem in which the normative distribution
serves as a soft target. In DAI- A and DAI- F, the resulting
policy model is needed to instantiate the active information
bonus through (14). In DAI- SA, the same MSE also serves as
the surrogate quantity in (15). Consequently, DAI- SA exhibits
a dual use of this divergence:

e as a surrogate intrinsic bonus intended to favour action-
disambiguating policies; and

e as apolicy loss to ensure convergence toward the current
normative distribution.

Finally, recall that the target distribution P(a;|o;) is com-
puted using the current critic Gy, via (9).

4.5 Algorithm description

Algorithm 1 provides a unified pseudo-code of the ACID
training procedure, encompassing all four DAI variants and

Algorithm 1 ACID: unified training loop for all DAI agents

and DDQN.

Require: Agent type € {DAI- P, DAI- A, DAI- SA, DAI- F, DDQN}; dis-
count y; precision ¢; batch size B; target update period T

: Initialise replay buffer D < , step counter t < 0

: Initialise critic Gy and target critic G i < Gy

. if agent € {DAI- P, DAI- A, DAI- F} then
Initialise transition network Qg

end if

. if agent € {DAI- A, DAI- SA, DAI- F} then

Initialise policy network Qy

: end if

: loop

10:  Observe current state o, from environment

11: a; ~ a[—§ Gy (o, ~)] {Boltzmann, Eq. (9)}

12:  Execute a;; receive ry, 0y41; store (o, a;, 1y, 0441) in Dyt +=1

PRI UE L NS

Nel

13: if |D| > B then

14: Sample minibatch B = {(oy, ay, s, 0S+|)}f:1 from D

15: Compute immediate target G(oy, ay) for all s € B:

16: if agent = DAI- P then

17: G <« —Dk1 [ Qo) Qoslos—1,as—1)] —ry  {Eq. (11)}

18: else if agent = DAI- A then

19: G < —DxL[ Qaslos. 054111 Qaglog)] —rs {Eq. (13))

20: else if agent = DAI- SA then

21: G < —[QsClos) = PClog) = rs (Eq. (15)}

22: else if agent = DAI- F then

23: g« gDAI-P(OS, as) — Dxi. [ Q(aglos, 05411l Q(as|0s)]

24: else {DDQN }

25: G« —rg

26: end if A

27: Glos. as) < G(o5. ag) + v Gy (0511, ast1) {TD target,
Eq. (10)}

28: V< —Vy HQ(OS, ) — Gy (o, )||§ {critic update}

29: if agent € {DAI- P, DAI- A, DAI- F} then

30: 6 <0 — Vg llos1 — Qa(og+1los, a5)ll3 {Eq. (16)}

31: end if

32: if agent € {DAI- A, DAI- SA, DAI- F} then

33: ¢ < ¢ —Vy [ Qy(-log) — P(~|0s)H§ {Eq. (17)}

34: end if

35: if t mod 7 = 0 then

36: U<y {periodic target network synchronisation }

37: end if

38:  endif

39: end loop

the DDQN baseline. The algorithm is parameterised by the
agent type, which determines (i) the one-step EFE target used
to compute G, and (ii) which auxiliary networks—transition
(Qg) and/or policy (Qg)—are instantiated alongside the
shared critic Gy,.

The algorithm proceeds as follows. Initialisation (lines
1-6): The replay buffer, the shared critic Gy, and its tar-
get copy G g are initialised for all agents. Depending on the
agent type, a transition network Qy (used by DAI- P, DAI- A,
and DAI- F) and/or a policy network Qg (used by DAI- A, DAI-
SA, and DAI- F) are additionally instantiated. Environment
interaction (lines 7-10): At each step, the agent observes
0, selects an action via Boltzmann sampling over the critic’s
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scores (Eq. (9)), executes it, and stores the resulting transition
tuple in D. One-step EFE target (lines 11-22): A minibatch
is sampled from the replay buffer. For each transition, the
immediate intrinsic-value component g (o5, ag) is computed
according to the agent-specific formulation. DAI- P uses the
canonical perceptive epistemic term together with the envi-
ronment reward (Eq. (11)). DAI- A substitutes the epistemic
term with the active information bonus (Eq. (13)). DAI- SA
uses the surrogate policy-divergence bonus (Eq. (15)). DAI-
F combines the canonical DAI- P target with the active bonus.
DDQN reduces to a purely pragmatic target —r;, making
it a special case of the unified formulation with the epis-
temic component removed. Bootstrapped TD update (line
23): The full intrinsic-value target is completed by adding
the discounted next-step critic estimate, following Eq. (10).
Network updates (lines 24-30): The critic is updated by a
gradient step on the mean-squared TD error over the mini-
batch. When present, the transition network Qg is updated by
minimising the next-observation prediction error (Eq. (16)),
and the policy network Qy is updated by minimising its diver-
gence from the current normative policy (Eq. (17)). All three
updates are off-policy and operate on stored transitions with-
out requiring new environment interaction. Target network
synchronisation (lines 31-33): The target critic (A}& is peri-
odically copied from the main critic Gy to stabilise the TD
learning dynamics.

5 The LION environment and experimental
setting

This paper follows the design principles introduced in the
TIGER environment in [6], which is a reinforcement learning
environment for benchmarking optimal CTI-acquisition poli-
cies in the context of ML-based network intrusion detection
systems. In the TIGER game environment, a cyber-defensive
agent—the management module—is in charge of blocking
or accepting incoming traffic flows and eventually buying
CTI insights, operationalised as labels for unknown classes
of benign/malicious traffic. Acquired labels are used to train
a ML-based intrusion detector, called the inference module,
whose output serves as a (noisy) support for the decision
module. The goal of the decision module is to keep the net-
work safe, and such objective is mapped through a specific
reward policy that compensates correct defensive actions
while penalising for incorrect ones. CTI-acquisition actions
incurr in a cost but may turn useful for training the inference
module, providing a more principled decision support for the
management agent. All the agent’s decisions are made under
a constrained budget setting.

This paper introduces LION, a synthetic proof-of-concept
testbed for the DAI agents of Sect.4 inspired by the TIGER
environment. Namely LION involves a CTI-acquisition game
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in a self-contained environment where an agent is forced to
avoid Least-Informed DecisiONs for cyber-defensive poli-
cies. While the synthetic characteristic of LION reduces
the cybersecurity realism of a full network emulation with
respect to TIGER, the decision-theoretic structure of the CTI-
acquisition problem is preserved, and synthetic data enables
controlled uncertainty and reproducible experimentation.

Network flows in LION are represented as two-dimensional
feature vectors sampled from seven Gaussians: three known
classes (K, K1 benign; K, malicious) on which the infer-
ence module is pretrained, and four unknown classes whose
labels the management agent must purchase. The unknowns
exhibit heterogeneous strategic properties: U, (malicious)
overlaps Ky in feature space and is therefore misclassified
as benign until labelled; Up (malicious) and Uc (benign)
are clearly anomalous; Up (benign) sits near K5, creating a
false-positive risk.

Label prices differ across unknown classes, and their sum
exceeds the agent’s initial budget. The agent must therefore
choose which labels to acquire and when, while manag-
ing incoming flows under uncertainty—a budget-constrained
curriculum learning problem in which the purchase sequence
is not prescribed externally but emerges from the agent’s own
policy. This is a well-posed ground floor for testing Act-Inf
agents: EFE epistemic-gain terms are designed precisely to
identify actions that reduce model uncertainty and thus to
discover the optimal label-acquisition order before delayed
reward signals alone would justify it. The inference module
is a prototypical classifier; when a label is bought, the cor-
responding cluster prototype is promoted to the known-class
list, producing the sharpest one-step state change and there-
fore the highest perceptive epistemic gain—the mechanism
that lets DAI assign credit to strategic purchases faster than
pure reward-driven baselines. Following TIGER, episodes in
LION reset the inference module but preserve the management
agent’s parameters, so policy learning is persistent across
the curriculum. Further details of our experimental setup are
given in Appendix 8.

5.1 Reinforcement learning baselines

Four reinforcement learning baselines are evaluated along-
side the DAI variants described above. Because the syn-
thetic proof-of-concept environment is low-dimensional and
admits only a small discrete action space, random explo-
ration was suppressed across all agents. Specifically, neither
the value-based baselines nor the DAT variants rely on sig-
nificant initial stochasticity for action selection: the DDQN
variants start from a low e-greedy probability (¢9 = 0.25,
decaying multiplicatively to 5, = 0.05), while the Boltz-
mann precision used in the DAI variants is set to a large value
(¢ = 100), rendering sampling from (9) nearly determin-
istic. The one principled exception is the Soft Actor-Critic
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agent, which maintains stochastic action selection by design
through its maximum-entropy objective. A brief description
of each baseline follows.

Double Deep Q-Network (DDQN). The DDQN baseline [53]
is a purely pragmatic agent: its critic target reduces to
—rg with no epistemic component whatsoever. It employs a
shared two-stream neural backbone that processes exterocep-
tive and proprioceptive features separately before merging
them into a unified Q-value estimate. Action selection fol-
lows the e-greedy scheme described above. This agent serves
as the primary ablative reference, isolating the contribution
of the epistemic terms present in the DAI variants.

Dueling Double Deep Q-Network (DUELING-DQN). The

DUELING- DQN agent [54] augments the DDQN backbone
with a dueling architecture: the network decomposes the
Q-value estimate into separate scalar value V (o;) and advan-
tage A(oy, a;) streams, recombined as Q (o, a;) = V(o;) +
A(o;,a;) — A(o;), where A denotes the mean advantage
across actions. This decomposition is expected to reduce the
variance of Q-estimates in states where the choice of action
has little impact on value — a condition that arises frequently
in early episodes when no labels have been purchased yet
and the proprioceptive state is largely uninformative.

Proximal Policy Optimisation (PPO). The PPO baseline
[55] is an on-policy actor-critic algorithm. It accumulates
full-episode rollouts and updates both an actor and a value-
function critic at the end of each episode, using Generalised
Advantage Estimation (GAE, A = 0.95) and a clipped sur-
rogate objective (gcip = 0.20). A small entropy bonus
(cent = 0.01) is retained in the objective to prevent premature
policy collapse. Unlike the value-based agents, PPO performs
action selection by sampling directly from the actor’s soft-
max distribution, making it inherently stochastic even in the
absence of e-greedy noise. As an on-policy method, PPO does
not maintain a replay buffer and reuses each collected trajec-
tory for a fixed number of gradient epochs (nep, = 4) before
discarding it.

Soft Actor-Critic (SAC). The SAC baseline follows the
discrete-action formulation of [56]. [t maximises the entropy-
augmented return E[Y", ¥/ (r; + a H(7(-|0;)))], where «
is a temperature parameter updated automatically to track
a target entropy Hrger = 0.6 X% log |.A]. Twin critics and
Polyak-averaged target networks are used to stabilise off-
policy training. SAC is conceptually related to the Act-Inf
framework in that both encourage the agent to maintain broad
action distributions and avoid premature commitment; this
connection motivates its inclusion as a theoretically informed
baseline. Crucially, SAC is the only baseline for which action
stochasticity is not suppressed: the maximum-entropy objec-
tive directly shapes the action distribution during training and

inference, providing a principled alternative to the epistemic
exploration induced by the DATI variants.

Break-Even (rule-based heuristic). The Break-Even agent
is a deterministic, non-learning rule-based policy included
as a lower-bound reference. It accepts flows classified as
known-benign or labelled-benign, blocks flows classified as
known-malicious or labelled-malicious, and handles unla-
belled unknown clusters by purchasing the label of whichever
cluster currently exhibits the highest anomaly score (defined
as the distance of its prototype to the nearest known-class pro-
totype in the embedding space) provided the budget allows
it; otherwise, it blocks high-anomaly flows and accepts
low-anomaly ones. Because this strategy prioritises visually
conspicuous clusters over strategically critical ones, it should
systematically misallocate the label budget in the presence
of deceptive unknown classes.

6 Results and discussion
6.1 Metric computation and statistical reporting

Our main experimental results are summarised in Figs.2 and
3. In these, all learning curves display mean £ 95% con-
fidence interval across 10 independent random seeds. Each
seed has its own generation pipeline and an independently
pretrained inference modules; random streams are offset by
seed + 1000 x agent_index to guarantee pairwise sta-
tistical independence across all 90 runs. Raw episode-level
metrics are logged at the end of each episode. Prior to aggre-
gation, each per-seed time series is smoothed with a causal
rolling mean of window size 20 (min_periods=1). The
confidence margin at each episode index is then #9 975 X
6/+/10 & 2.262 x 6 /+/10, where & is the sample standard
deviation (ddof=1) across the 10 smoothed seed values.
The metrics shown in Figs. 2 and 3 are defined as follows.
Win rate: 1[budget,,; > 40] at episode termination. Mean
step reward: total undiscounted episode return divided by
number of steps. Labels bought: count of CTI labels pur-
chased per episode. Final budget: remaining budget at
episode end, clipped to [0, 45]. Training loss: mean per-step
gradient loss within the episode; its definition is agent-
specific (MSE on EFE targets for DAT agents; Bellman MSE
for DDQN and DUELING- DQN; clipped-surrogate composite
for PPO; twin-critic MSE for SAC). Classification reward:
mean per-step reward in the informed regime (known or
already-labelled flows). Clustering reward: mean per-step
reward in the uninformed anomaly regime (unknown, unla-
belled flows). CTI acquisition cost: sum of label prices
paid during the episode. Inference confidence: max-softmax
probability over known prototypes, averaged over all steps
in the episode. Epistemic gain: mean per-action epistemic
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bonus from the replay batch; its precise form differs by
agent (transition-prediction MSE for DAI- P; KL divergence
for DAI- A; policy-target MSE for DAI- SA; entropy bonus
o - H(m) for SAC). Notice the epistemic values of DAI vari-
ants are not directly commensurate with the entropy bonuses
of SAC, but these are plotted in the same axes to compare the
contribution in the action’s values.

6.2 DAI-P versus deep reinforcement learning
baselines

Figure 2 compares DAI- P with DDQN, DUELING- DQN, PPO,
SAC, and the Break-Even heuristic across six metrics.

Win rate and final budget. DAI- P achieves the highest
win rate across the full training horizon, approaching 75%
by episode 500 with narrow confidence bands, indicating
consistent learning across seeds. DDQNand DUELING- DQN
converge to a similar asymptotic level (roughly 50%) but
require approximately twice as many episodes to reach
DAI- P’s episode- 100 performance. SAC exhibits substantially
weaker performance despite its entropy-regularised objec-
tive, suggesting that entropy-maximisation alone does not
substitute for the targeted proprioceptive epistemic signal
exploited by DAI- P. PPO shows the slowest improvement
among the learned agents, consistent with the known sample-
inefficiency of on-policy methods in sparse-reward environ-
ments. Interestingly, DDQN and DUELING- DQN accumulate
budget at a rate comparable to DAI- P, yet their lower win
rates reveal that they tend to reach the winning threshold
later within each episode. This suggests that the epistemic
signal of DAI- P drives earlier label purchases, allowing more
time to exploit resolved uncertainty before the episode clock
expires. Break-Even instead plateaus below 20% throughout
training, confirming that anomaly score is a poor proxy for
label priority.

Label acquisition behaviour. The labels-bought panel
reveals a qualitative difference in acquisition strategy. DDQN
and DUELING- DQN purchase an increasing number of labels
as training progresses, eventually approaching 3-4 per
episode; this pattern is consistent with broad exploration of
the label space without strong prioritisation. DAI- P reaches
a stable acquisition rate of roughly 2.5-3 labels per episode
earlier and with less variance, suggesting that the percep-
tive epistemic signal guides the agent to a focused subset
of labels rather than purchasing indiscriminately. PPO’s low
label count (= 1) reflects its tendency to default to conserva-
tive block-or-accept policies with minimal CTI investment.
Break-Even’s count (& 2) is consistent with its fixed heuris-
tic: it consistently buys the two highest-anomaly-score labels
(UB and one of UC/UD) but rarely reaches UA within the
budget.
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Loss and inference confidence. The value/policy loss panel
shows that PPO exhibits the highest and most volatile training
loss, reflecting the instability inherent in its clipped surrogate
objective when reward signals are sparse. All other agents
converge to low, stable losses within the first 100 episodes.
Inference confidence (mean max-softmax probability over
known prototypes) is broadly stable across agents in the range
0.83-0.90, which indicates both the fact that a pretrained
classifier tends to equally help every agent and that DAI and
DDQN variants tend to be more aware of their own uncertainty,
which provokes blocking or buying actions.

6.3 DAl variants comparison

Figure3 compares the four DAI variants against each
other and against SAC as a reference, focusing on the epis-
temic and reward-composition metrics that are not visible in
the baseline benchmark. Note that epistemic gain quantities
are structurally heterogeneous across agents: for DAI- P it is
a mean transition-prediction MSE; for DAI-A a mean KL
divergence; for DAI-SA a mean policy-target MSE; for SAC
the entropy bonus; they are placed on the same axis for visual
comparison but should not be interpreted as commensurate
quantities.

Win rate: canonical versus hybrid variants. DAI- P and
DAI- A achieve the highest and nearly identical win rates
(& 70%—75% at convergence), with overlapping confidence
bands. DAI- F, which combines both the perceptive and active
epistemic terms, matches this level, suggesting that the addi-
tional active-information term in DAI- F does not substantially
improve over the canonical perceptive term alone. DAI- SA
lags by a notable margin throughout training, indicating that
the surrogate divergence (|| Q¢ — P %) is a weaker epistemic
signal than the transition-network residual used by DAI- P,
despite requiring similar computational resources. SAC’s win
rate remains significantly lower than any DAI variant, con-
firming that the entropy bonus cannot replace the structured,
proprioception-targeted epistemic signal.

Epistemic gain trajectories. The epistemic gain panel high-
lights an important self-regularising property of the DAI- P
and DAI- A families. Early in training, the transition net-
work is poorly calibrated and incurs large prediction errors
on label-purchase transitions, producing high epistemic gain
values (up to &~ 0.35 for DAI- SA in the first 50 episodes).
As the transition network learns the proprioceptive update
rule associated with each label purchase, its residual error
decreases and the intrinsic bonus diminishes accordingly,
yielding near-zero epistemic gain after episode 100. This
is the expected and desirable behaviour: the epistemic sig-
nal is strong when it is most needed (early exploration)
and gracefully vanishes once the agent has internalised the
consequence of each label purchase. SAC’s epistemic gain
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Benchmarking DAI-P againts common DRL algorithms (mean * 95 % CI across 10 seeds)
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Fig.2 Mean £ 95% confidence interval across 10 independent seeds
for DAI- P and the four DRL baselines (DDQN, DUELING- DQN, PPO, SAC
and the deterministic Break-Even heuristic) over 500 training episodes.
Each curve is obtained by first applying a rolling smoothing window
of 20 episodes to each seed’s time series independently, then aggre-

(here reported as the entropy bonus «oH (7)) shows the
opposite trajectory: it increases monotonically throughout
training as the auto-tuned temperature o adapts to higher
policy entropy, reaching values above 1.0 by episode 500.
This divergence in trajectories underscores the conceptual
difference between entropy-driven exploration (SAC) and
information-gain-driven exploration (DAI): the former is a
global, undirected regulariser, while the latter targets the spe-
cific transitions that reduce proprioceptive uncertainty.

Reward decomposition. The classification reward (mean
per-step reward on known and labelled flows) converges to
~ 2.0 for all DAI variants within 100 episodes, close to the
theoretical maximum of +2.0 for correctly accepting benign
flows. SAC lags behind, particularly in the first 200 episodes,
consistent with its slower win-rate improvement. The clus-
tering reward (mean per-step reward on unknown unlabelled
flows) also converges to & 1.0-1.1 for DAI- P, DAI- A, and
DAI- F, suggesting that even before a label is purchased,

gating across seeds using a t-distribution-based interval. Panels show
(top) win rate and mean per-step reward, (middle) CTI labels purchased
per episode and final budget, (bottom) training loss and mean inference
confidence

these agents have learned to block dangerous flows (yielding
+-0.5) rather than accept them (yielding —7.0). DAI- SA and
SAC show lower clustering rewards throughout, suggesting
incomplete disambiguation of unknown traffic. For DAI- SA,
this is consistent with the surrogate epistemic signal being
less sensitive to the sharp proprioceptive state changes that
accompany label purchases, as discussed below.

A further explanation for DAI- SA’s underperformance
relates to the high Boltzmann precision used (¢ = 100).
Under this setting, the normative target P(a;|o;) is nearly a
one-hot vector on the greedy action, so the surrogate gain
Q¢ — P||? primarily reflects how far the policy network
is from the current critic’s greedy recommendation — a mea-
sure of policy-network convergence only indirectly reflecting
environmental uncertainty. Unlike the transition-prediction
residual of DAI- P, which is directly tied to how much a
label purchase surprises the world model, the surrogate signal
does not directly quantify the different effects of actions that
reduce proprioceptive uncertainty and those that do not. This
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Fig.3 Mean £ 95% confidence interval across 10 independent seeds
for the four DAI variants (DAI- P, DAI- A, DAI- SA, DAI- F) and SAC over
500 training episodes. Smoothing and CI computation follow the same
protocol as Figure 2. Panels show (top) win rate and mean epistemic

may explain both the weaker epistemic gain trajectory and
the incomplete clustering disambiguation observed for DAI-
SA. Such a design may reveal an intrinsic limitation of the
surrogate epistemic gain term in (15). However, future work
could explore contexts in which DAI- SA with lower precision
for the surrogate target may result in a useful epistemic gain.

CTI acquisition cost and inference confidence. The CTI
acquisition cost panel shows that all DAI variants increase
their label expenditure as training progresses, converging
to &~ 15-17 budget units per episode — corresponding to
approximately three labels purchased per episode on average.
The early episodes exhibit higher variance (wide confidence
bands), reflecting the stochastic exploration of different label
orderings before the optimal strategy is discovered. Infer-
ence confidence remains stable across all DAI variants at
0.83-0.88, confirming that the prototypical classifier
maintains consistent performance regardless of the agent’s
label-acquisition decisions.

IS
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gain per episode, (middle) classification reward in the informed regime
and clustering reward in the uninformed anomaly regime, (bottom) CTI
acquisition cost and mean inference confidence

Computational complexity and capacity analysis. Table 1
reports the neural complexity of each agent. The Module
params row reports the standalone parameter count of each
network module. Agent rows indicate which modules are
instantiated (v") or absent (—), and report the resulting train-
able parameter total |#| and the approximate floating-point
operations (FLOPs) per gradient step for mini-batch size
B=64. FLOPs are estimated as 3 x Z/& 2Bdy_1d; over
all linear layers ¢ (the factor of 3 approximates the com-
bined forward and backward pass cost). For DAI- A and
DAI- F, the KL-based epistemic gain requires |.4|=3 paral-
lel TransitionNet forward passes to evaluate log P(0'|o, a)
for each action, which accounts for their substantially higher
per-step cost relative to DAI- P. All agents share the same
EFE-net backbone (G, a two-stream network with 5,763
parameters), which is the sole module performing action
selection via (9). The TransitionNet (Qg, 3,657 parameters)
is used by DAI- P, DAI- A, and DAI- F to compute the percep-
tive epistemic gain and, in the hybrid variants, to instantiate
the posterior policy (14). The PolicyNet (Qg, 5,763 param-
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Table 1 Neural complexity per agent
Modules

Gy Qs Q, 0] FLOPs

(EFE-net)  (TransNet) (PolicyNet) (x 106)
Module params 5763 3657 5763 - -
DDQN v - - 5763 2.14
DAI- P v v - 9420  3.50
DAI- SA v - v 11526 4.28
DAI- A v v v 15183 8.37
DAI-F v v v 15183 8.37

eters) is used by DAI- A, DAI- SA, and DAI- F exclusively to
compute auxiliary epistemic bonuses; it is never used directly
for action selection.

These architectural differences translate directly into per-
step training cost: DAI- P requires approximately 3.50 x 10°
FLOPs per gradient step, whereas DAI- A and DAI- F require
8.37 x 10°—a 2.4x overhead attributable to the |A|=3
parallel TransitionNet passes needed to evaluate the action-
posterior KL (14). Crucially, DAI- P achieves its leading win
rate with the smallest parameter budget among all DAI vari-
ants, having 38% fewer trainable parameters than DAI- A and
DAI- F (9,420 vs. 15,183). Notice that the agent with strictly
fewer parameters and a lower per-step cost outperforms its
more complex counterparts, confirming that the performance
gapis attributable to the EFE formulation rather than to model
size.

Summary. Taken together, the results support three conclu-
sions. First, the canonical perceptive epistemic term in DAI- P
provides a clear and consistent advantage over all deep RL
baselines in terms of both win rate and speed of convergence,
demonstrating that targeted intrinsic motivation derived from
proprioceptive prediction error constitutes an effective induc-
tive bias for strategic CTI label acquisition. Second, the active
mutual-information extension DAI- A matches DAI- P’s per-
formance without degrading it, while DAI- SA’s surrogate
formulation is consistently inferior, suggesting that a faithful
model of state transition dynamics is more important than
the specific information-theoretic quantity being minimised.
Third, SAC’s entropy regularisation does not substitute for
structured epistemic gain: despite higher raw exploration,
SAC achieves lower win rates and lower reward across all
decomposition metrics, highlighting that the direction of
exploration — towards proprioceptively informative transi-
tions — matters as much as its magnitude. Table 2 summarises
these conclusions.

7 Conclusions and future works

This paper has explored the use of Active Inference for
automatically managing the Cyber-Threat Intelligence cur-
ricula of online-learning network intrusion detection sys-
tems. Through an original decomposition of the Free Energy
Minimisation principle in fully observable Markov Deci-
sion Processes, four distinct Deep Active Inference agents
were developed and tested in a modified version of the
TIGER environment against common Deep Reinforcement
Learning-based agents.

The conducted experiments lead to the main conclu-
sion that incorporating the epistemic gain terms derived
from the expected free energy functional into the policy
value function is beneficial for shaping an agent’s effective
exploratory behaviour. Specifically, this work demonstrates
that EFE-driven exploration can optimise effective cumu-
lative pragmatic returns beyond what simpler exploration
techniques, such as action-sampling and entropy maximisa-
tion, are capable of achieving. These conclusions not only
align with current literature in the field [31, 57, 58], but
are also supported by recent insights from the reinforcement
learning community [59, 60]. This is consistent with the clar-
ification in Sect.3: even when the pragmatic component is
implemented directly from the environment reward, the epis-
temic terms still provide a practically useful inductive bias for
exploration, which is precisely where the LION results show
the strongest benefit. It should be noted, however, that our
claims are specifically validated within the unique parameter
subspace of the LION setting. Therefore, further research is
needed to enlarge the applicability of these techniques across
a broader conceptualisation of CTI management. Additional
conclusions of this paper provide preliminary insights for
these future research directions and are outlined below:

e Transition dynamics: In this work, perceptive epistemic
gains are modelled as a function of the transition model
within the fully-observable MDP framework. This design
choice implies that the successful approximation of these
epistemic gains is contingent upon accurately learning
the transition dynamics. Consequently, if predicting state
transition dynamics proves challenging in any CTI man-
agement model, then the perceptive epistemic term may
be inaccurately estimated, thereby compromising the cor-
rectness of the EFE estimation. Given that the state-space
in automated CTI management is intrinsically linked to
the learning dynamics of cyber-defensive systems, fur-
ther research should investigate particular modelisation
techniques that favour the learnability of the transition
dynamics in this context.

e Scale-free Active Inference. Active-inference is well
known as a scale-free paradigm [35, 61], where com-
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Table2 Ablation summary: component comparisons and their key empirical findings

Comparison Component isolated

Key finding

DDQN vs. DAI- P Perceptive epistemic term

DAI- P vs. DAI- A Active MI bonus (exact KL)
DAI- P VS. DAI- SA
DAI- A vs. DAI- SA Exact KL vs. surrogate MSE
DAI- P Vs. DAI- F
DAI vs. SAC

Perceptive alone vs. combined

Active MI bonus (surrogate MSE)

Structured vs. undirected bonus

DAI- P wins more often; DDQN accumulates
reward at similar rate but too late per episode
No incremental benefit; win rates overlap

DAI- SA lags; surrogate insensitive to
proprioceptive state changes at high precision
Exact formulation substantially outperforms
No additional benefit; perceptive term sufficient
Entropy bonus cannot replace targeted

proprioceptive epistemic signal

plex intelligent behaviours can be explained as the
composition of multiple lower-level agents, each with
a simple, goal-directed behaviour [62]. In this vein,
cyber-defensive research for the IoT could significantly
benefit from an active inference-based modelisation
of low-level Markov blankets associated with intelli-
gent sensors and actuators. It is worthwhile to study
which simple modelisation schemes effectively compose
macroscopic defensive behaviours, such as orchestrated
cyber-physical proactive defence.

e Multi-domain evaluation. The experimental validation
presented in this paper is intentionally scoped as a first
principled investigation of Deep Active Inference in a
cyber-defence-inspired setting. Extending this evaluation
to more diverse environments — encompassing varying
network topologies, attack types, and scales — is an
important and natural next step, which would further
substantiate the generalisability of the epistemic gain
mechanisms identified here.

8 Experimental setting details
8.1 Environment

Experiments are conducted on a controlled budget-episode
environment designed to isolate the strategic value of Cyber
Threat Intelligence (CTI) label acquisition under a hard bud-
get constraint. At each step the agent receives one network
flow drawn uniformly at random from seven two-dimensional
Gaussian clusters and must choose one of three actions: block
(reject the flow), accept (forward it), or buy-label (spend bud-
get to reveal the true type of the flow’s cluster). An episode
terminates when the running budget reaches or exceeds the
win threshold of 40, falls to 0, or 30 steps have elapsed (Fig.
4).
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Fig.4 Sampling data-points from the synthetic 2D feature space in the
LION environment. In this environment Clusters’ geometrical distribu-
tions, reward policies and other parameters were designed on purpose
to force the agents to adopt a specific CTI-acquisition strategy

Three clusters are known: KO (benign, u=(—-2, 0)), K1
(benign, ©=(2,0)), and K2 (malicious, u=(0, —2)), all
with 0=0.4. Four clusters are unknown: UA (malicious,
u=(—1.5, 0.4), 0=0.35) — deliberately placed to overlap
the benign cluster KO; UB (malicious, u=(0, 3), 0=0.45)
— clearly anomalous; UC (benign, u=(4, 1), 0=0.45) —
visually conspicuous but harmless; and UD (benign, u=
(2.4, —1), 0=0.35) — near the malicious K2. The inference
module classifies known flows correctly with high confidence
after pretraining; unknown flows are either misclassified as
the nearest known class or flagged as anomalous, depend-
ing on whether their distance to the nearest known prototype
exceeds the anomaly threshold §=1.8 in the encoder’s hidden
space.

8.2 Reward structure and strategic difficulty

The reward structure is designed so that no single decision
dominates the episode outcome; winning requires coordi-
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Table 3 Synthetic LION reward structure

Cluster Type Accept Block Price
KO Benign (known) +2.0 -2.5 -

Kl Benign (known) +2.0 -2.5 -
K2 Malicious (known) -5.0 +2.5 -
UA Malicious (unknown) -7.0 +0.5 5
UB Malicious (unknown) -3.5 +1.5 6
ucC Benign (unknown) +0.5 —-1.5 4
UD Benign (unknown) +0.5 —1.0 4

nating flow-level classification decisions with a strategic
label-acquisition plan. For known or already-labelled flows
the rewards are symmetric and informed: accepting a benign
flow yields +2.0, blocking it costs —2.5; accepting a mali-
cious flow costs —5.0, blocking it yields +2.5. For unlabelled
unknown flows, rewards reflect the a-priori ambiguity of each
cluster: accepting UA yields —7.0 (blocking +0.5); accept-
ing UB yields —3.5 (blocking +1.5); accepting UC yields
+0.5 (blocking —1.5); and accepting UD yields +0.5 (block-
ing —1.0). A successful label purchase incurs only a tiny
immediate signal (—price x 0.05), while the full label price
is debited from the budget; an invalid purchase yields —0.3.

The core difficulty of the task stems from the combina-
tion of two constraints. First, the total cost of all four labels
(5+ 64444 = 19) exceeds the initial budget of 8, so the
agent cannot afford to label every cluster; it must choose a
strict subset and the order in which to acquire them. Second,
the highest-value label — UA, whose uninformed acceptance
penalty of —7.0 is the largest in the environment — belongs to
the cluster with the lowest anomaly score, because UA over-
laps the benign KO region and is never flagged by the anomaly
detector. An agent that naively prioritises suspicious-looking
clusters (high anomaly score) will spend its budget on UB
or UD first, exhaust the budget before reaching UA, and
continue to incur heavy penalties from UA flows for the
remainder of the episode. Winning consistently therefore
requires discovering that UA is the highest priority label
despite being the least visually anomalous cluster — precisely
the inference that the canonical perceptive-epistemic term of
DAI- P is designed to make. Table 3 summarises the reward
policy in the LION environment. In such a table, columns
Accept and Block show per-step rewards in the uninformed
regime (before a label is purchased). Known-class flows
always receive the informed rewards shown.

8.3 State representation

The 14-dimensional state vector is partitioned into two
streams: a S5-dimensional exteroceptive vector (predicted
known class, classifier confidence, anomaly score, and the

raw two-dimensional normalised input coordinates) and
a 9-dimensional proprioceptive vector (four per-cluster
EMA confidence values unk_conf[0:3], fraction of labels
bought, budget fraction, price fraction of the current cluster,
time fraction, and a repeated confidence scalar).

The four proprioceptive confidence slots serve as the pri-
mary signal for the transition network of the DAI- P agent:
when a label is purchased for cluster u, unk_conf[u] is
immediately zeroed, producing a sharp, localised change in
the proprioceptive state that the transition network cannot
anticipate from the previous state alone, and therefore regis-
ters as maximum prediction error — equivalently, maximum
perceptive epistemic gain.

8.4 Agents and hyperparameters

Nine agents are evaluated: the four proposed DAI variants
(DAI- P, DAI- A,DAI- SA, DAI-F) and five baselines (DDQN,
DUELING- DQN, PPO, SAC, and the deterministic Break-Even
heuristic). All learned agents share the same two-stream net-
work backbone and are trained with Adam (Ir = 4 x 10™%).
The shared replay buffer has capacity 6,000; training begins
after 128 transitions have been collected; mini-batch size
is 64; and target networks are hard-copied every 20 gradi-
ent steps. The discount factor is y = 0.95. DAI- P, DAI- A,
and DAI- F use an epistemic weight of ¢ = 0.5 and Boltz-
mann action selection with precision § = 100. DDQN and
DUELING- DQN use g-greedy exploration with g, = 0.25,
gend = 0.05, and multiplicative decay 0.9995 per gradi-
ent step. PPO collects on-policy rollouts over full episodes,
applies GAE with 1 = 0.95, four gradient epochs per
episode, clipped surrogate loss (¢ = 0.20), value coefficient
0.5, and entropy bonus 0.01. SAC (discrete-action formula-
tion [56]) uses twin critics with polyak averaging (v = 0.005)
and auto-tuned temperature with target entropy log(3) x 0.6.

8.5 Evaluation protocol

Each agent is trained for 500 episodes across 10 inde-
pendent random seeds (seeds 0-9), yielding 90 runs in
total (9 agents x 10 seeds). Each seed is associated
with its own DataGenerator and an independently
pretrained InferenceModule; pretraining runs for 120
Adam epochs over 200 samples per known class using a pro-
totypical NLL loss. The pretrained encoder is serialised once
per seed and shared identically across all agents for that seed,
so differences in performance cannot be attributed to differ-
ences in the initial classifier quality. Agent-specific random
streams are offset by seed+1000x agent_index to guar-
antee statistical independence across all (seed, agent) pairs.
Results are reported as mean £ 95% confidence interval,
computed via the 7-distribution with 9 degrees of freedom
(t9,0.975 ~ 2.262) applied to the per-seed time series after

@ Springer



14 Page 18 of 21

Journal of Reliable Intelligent Environments

(2026) 12:14

Table 4 Hyperparameter

summary Group Parameter Value
Environment Max steps per episode 30
Initial budget 8
Win threshold 40
Label prices (A, B, C, D) 5,6,4,4
Invalid-action penalty -0.3
Inference module Encoder input dimension 2
Encoder hidden dimension 24
Prototypical temperature 7, 3.0
Anomaly threshold § 1.8
Unknown-prototype EMA coeff. &ema 0.08
Pretraining learning rate 1073
Pretraining epochs 120
Pretraining samples per class 200
Network backbone State dimension |s| 14
Exteroceptive stream dim 5
Proprioceptive stream dim 9
Hidden units per stream (TwoStreamNet) 48
Hidden units (TransitionNet) 48
Action space |A| 3
Shared RL (all learned agents) Optimiser Adam
Learning rate 4% 1074
Replay buffer capacity 6000
Min. transitions before training 128
Mini-batch size 64
Target-network update (steps) 20
Discount factor y 0.95
DAL variants Epistemic weight & 0.5
Boltzmann precision ¢ 100
DDQN/ DUELING- DQN Estart 0.25
Eend 0.05
& decay (per step) 0.9995
PPO GAE 1 0.95
Gradient epochs per episode 4
Clip ¢ 0.20
Value coefficient 0.5
Entropy bonus coefficient 0.01
SAC Polyak averaging © 0.005
Initial temperature o 0.1
Target entropy (auto-tunes o) log(3) x 0.6
Evaluation protocol Training episodes 500
Random seeds 10
Smoothing window (episodes) 20

Parameters already discussed in the text are included for completeness
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a rolling smoothing window of 20 episodes. Table 4 con-
tains a more complete list of the hyper-parameters used in
all our experiments. For reproducing our results, the inter-
ested reader can use refer to our publicly available repository
at github.com/DISTA-IoT/lion. All experiments were con-
ducted on a shared computing infrastructure equipped with
eight NVIDIA A100-SXM4-80GB GPUs (80GB HBM2e
VRAM each, TDP 400 W, CUDA 12.3, driver 535.247.01)
and dual AMD EPYC 7742 processors (2 sockets x 64 cores
x 2 threads, 256 logical cores in total), with 1 TB of sys-
tem RAM. The 90 independent runs (9 agents x 10 seeds)
were dispatched in parallel across the available GPUs using
a round-robin assignment scheme, with each (seed, agent)
pair assigned to a dedicated GPU worker to guarantee full
statistical independence between runs.
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